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Abstract—We analyze time-varying collusion attacks for a fingerprint- in Sec. Ill. It is demonstrated by computer simulation in Sec. IV
ing system using concepts of capacity and throughput in this work. that the proposed scheme can provide a good fingerprinting system

Continuous media provide a limited resource for data embedding, which ¢, e content protection. Finally, concluding remarks and future
is analogous to the capacity of a wireless communication channel. Here, . .
research work are given in Sec. V.

we characterize the capacity of a host media using the just-noticeable-
distortion (JND) of the human visual system (HVS). Furthermore, the

collusion attack can be interpreted as a channel shared by multiple Il. MC-CDMA-BASED FINGERPRINTING SYSTEM

users. Based on this analogy, the colluder detection performance can ) ) ) ) o

be understood from the viewpoint of throughput. Specifically, we show  In this section, we review the MC-CDMA-based fingerprinting

how to determine instantaneous throughput using the fingerprint-to- system proposed in [3]. As shown in Fig. 1, it consists of three

interference-plus-noise ratio (FINR), and extend it to the total throughput  gdules: 1) the fingerprint generation and embedding module, 2) the

and the averaged throughput over a time interval. Our analysis provides . . : ! . .
a good framework to the understanding of collusion attacks and ways to time-varying collusion attack module, and 3) the fingerprint detection

enhance the traitor tracing performance of a fingerprinting system. module. They are detailed below.
I. INTRODUCTION
. .. . . . . vsrio MUX i—-iCodespreadingi—-i IDFT matrix i
The fingerprinting technology provides a solution to traitor tracing
in a video multi-cast environment, where different imperceptible
watermarks are embedded in a media file and distributed to different J User and pilot code allocation |
buyers. Thus, each distributed copy carries the fingerprint of a specific
buyer. One effective attack to fingerprinting is the collusion attack, Mavie content

where multiple attackers (or colluders) perform a linear combination
of their copies to result in another copy with an objective to confuse
the detector so that their individual fingerprints cannot be detected
properly.

The time-varying collusion provides an effective means to the | ———__ -i ------
attack of traditional multimedia fingerprinting systems [1], [2].
Recently, this attack was examined and a solution called the
multi-carrier code-division-multiple-access (MC-CDMA) fingerprint-
ing system was proposed in [3], [4], where the time-varying collusion
weights were estimated using a channel estimation technique. As
a sequel to [4], we analyze time-varying collusion attacks from
the viewpoint of capacity and throughput. The analysis shed lighfy. 1. The block-diagram of the overall system with three modules: 1)
on collusion attacks, which is useful to the design of a bettéingerprint generation and embedding, 2) time-varying collusion attack, and
fingerprinting System. 3) fingerprint detection.

Continuous media provide a limited resource for data embedding,
which is analogous to the capacity of a wireless communication ) ) )
channel. Here, we characterize the capacity of a host media usingfnefFingerprint Generation and Embedding
just-noticeable-distortion (JND) of the human visual system (HVS). Let & be the user set anpb| = L the user number. The user
Furthermore, the collusion attack can be interpreted as a chanfgissagesn,;, of length M contains user identification (IDy; of
shared by multiple users. Based on this analogy, the colluder detecti@figth U and error correction codes of lenglf — U. Furthermore,
performance can be understood from the throughput viewpoi@i.(i) denotes the spreading code. Then, the user cagé), is
Furthermore, we show how to determine instantaneous throughpgtained via
using the fingerprint-to-interference-plus-noise ratio (FINR), and ex- wi(i) = IDFT {mus;(i)} 1)
tend it to the total throughput and the averaged throughput over
a time interval. Our analysis provides a good framework to thehere IDFT is the inverse discrete Fourier transform. The number
understanding of collusion attacks and ways to enhance the traivbrusers is decided by units of spreading codes. If we Nsg N

Movie representation
& perceptual model

N

User code i—-i DFT matrix i—»i Code de-spreading i

Pilot code i—-i DFT matrix i—»i Weightestimationi

tracing performance of a fingerprinting system. Hadamard-Walsh (HW) codes @& x N carrier interferometry (CI)
The rest of this paper is organized as follows. The MC-CDMAeodes, they can suppalN users [3].
based fingerprinting system is reviewed in Sec. Il. Next, we analyze aln code embedding, let; (i), = 0, --- , T—1, be selected discrete

fingerprinting system from the perspective of capacity and throughpegsine transform (DCT) coefficients for ugeaccording to the human



visual system (HVS). We divide this set inl8 segments, each of Specific decision rules can be derived accordingly. Finally, to improve

which hasN samples, as the performance of colluder detection, a maximum ratio combining
b—=0 .- B—1 (MRC) and a multiuser detector (MUD) technique based on pilot-
() =z(b- N+mn), { n—0 . N_1° (2) aided colluder weight estimation (PACWE) can be used. We refer to

[6], [7] for more detail.
The additive code embedding method with shifted spreading [5] is
given mathematically by I1l. ANALYSIS OF TIME-VARYING COLLUSION ATTACKS:

CAPACITY AND THROUGHPUT

(i = &) = (i = Ar) +ar(i = M) ®) It is important to determine the proper power level of the fingerprint
where at different spatial/temporal locations. If the power of a fingerprint
ai(i — A1) = a(i)w (i), (4) s higher, it is easier to detect. On the other hand, it will bring more

) ] - _noticeable degradation to the host media. Furthermore, in the context
and whereA, is a shift amount under conditiof << N anda(i)  of collusion attack, we need to consider the quality of colluded media
is the embedded code strength, which is adaptively decided by the ye|| as the detectability of the fingerprint of any colluder. These
human perceptual model given in Sec. lll-A. If we assumgi)| =  issues will be discussed in this section.

1, a(7) equals toPr. By shifted spreading, we are able to increase
the user number fronV to P x N. A. Embedding Rate of Host Media and HVS Model
Following the discussion in Sec. II-A, we consider fingerprint

o ) = embedding in DCT coefficients of each video frame. Let these DCT
We divide users into two groups: malicious users (or colluderghefficients be

and innocent users, and ufeto denote the set of colluders. Clearly, . .

Q is a subset ofb. Without loss of generality, we assume that there F(u,v), 0<u<N-1,0<v<N-1

are L users andK colluders in the system. That i$p| = L and

|©2] = K. A time-varying collusion attack can be expressed as
X

B. Time-Varying Collusion Attack

where a typical value ofV is 8. The selected coefficierf (u, v)
based on the HVS model is mapped to the host sampi¢ for
§(i) = P ()i (3) + e(d) (5) fingerprint embedding.

keQ For the HVS model, we consider the just noticeable difference
(JND) introduced in [8]. There are two masking effects in JND;
namely, the luminance mask and the contrast mask. The luminance
mask is given by

where y () is the host signalh. (i) the time-varying weight for
colluder k, e(7) additive noise andj(:) the colluded signal on the

ith sample. The weights should satisfy the following condition:
3 E ZF(Fb (070))5 (10)
(i) = 1 (6) F(0,0)
keq whereb is the index of a DCT blockFy (0, 0) is the DC coefficient

where hy (i) # 0 for all i. Furthermore, colluders can change theipf the bth DCT block, F'(0,0) is the averaged DC component of the
colluder weights arbitrarily without the knowledge of embedding anentire frame,3 is a constant (set t0.649 empirically) andz" is a
detection algorithms. We express the valuehpfi) as frequency mask governed by the sensitivity of DCT coefficients. The
P =0, R(q)— 1, contrast maskz<, isncalculated from the luminance mask via

q:17"'7Q

where R(q) represents the number of samples in segmenthich | perey (4, ) is a value betwee and1 depending on the DCT basis
varies in each segment, adgirepresents the number of segments if nction. It is set ta).7 empirically. For details, we refer to [8]. The
one media. JND power P; and the total number of selected samplgs can
C. Fingerprint Extraction and Colluder Identification be decided by:{’ as introduced in [9]. The JND poweR;, can be
related to the embedding raRg (in the unit of bits per sample).
For a give host media, we can use the producRef and B to

9(i) —x(i) = h(i)ain(i) + (i) e(d). (8) determine the total number of embedding bits to be supported by the

1ed fingerprinting systemB,; can be explained by number of selected

After the extraction, the discrete Fourier transform (DFT) is takebgmples which aré®; 7 0.
before user detection:

>

hi(i) = hi(r;q), { @)

o
25 =max z, |Fy(u,v)" ()@

We extract fingerprint codes from the host media via

C D) B. Power Relationship in Collusion Attacks

©) In the context of collusion attack, we ude;(n), Pri(n) and
Prn.x(n) to denote the power of corresponding to the maximum
distortion allowed in multimedia by JND, the embedded fingerprint

where é(i) = (a(i))~" e(i). Then, user detection, which includespower and the interference-plus-noise power for an arbitrary colluder

synchronization and group/subgroup ID identification with thresholgenoted byk at a certain selected DCT coefficient position denoted

7, is performed by advanced detectors. Whensers are supported, by n. They have to meet the following three conditions.

L user detection steps must be performed. Letoe the user ID 1y £or fingerprint embedding with imperceptibility, we demand

decoded from detected message. Colluders can be distinguished

from innocent users by a colluder identification process based on the Pr(n) < Py(n). (12)

following principle:

o Pr[dy # ui] — 0 for colluder setQ; and
e Pr[i; =u;] — 0 for innocent user sef. Ppr(n) + Py k(n) < Ps(n). 13)

>
ml)\l(i)§l(i) = DFT h; (’L)’lf)l(l) + é(l)
led led

2) For imperceptibility of a colluded media copy, we demand



3) For fingerprint detectability, we demand The average detection probability of a colluder is related to the
average throughput. The higher the average throughput, the higher
Pri(n) > Prvi(n). A4 the average detection probability. The average detection probability
If condition 1) is violated, we can observe visual distortion from & closely related with the number of identified colluders [3]. The
fingerprinted media file. If condition 2) is violated, there exists visiblgharacterization between the average throughput and the average
distortion in the colluded media file. If condition 3) is violated, it willdetection probability also depends on the detector design. This is

be difficult to detect colludet at the selected DCT sample. however out of the scope of our current work and will be treated in
) our future work.
C. Capacity and Throughput In the following, we only consider the effect of the fingerprint-

Capacity and throughput are two different concepts in wirelegg-interference-plus-noise ratio (FINR). The colluder detection per-
communications. Capacity is the property of a channel while througiermance of the MC-CDMA-based fingerprinting system is closely
put is affected by the channel as well as the interaction between uségtated with FINR. The inter-group interference (IGI) occurs among
In the context of fingerprinting, if there is no collusion, the analoggolluders from groups with different codewords [10]. If the fingerprint
is that the messages of each user go through an independent chamagter of colluderk is denoted byPr.x, the FINR of colluderk can
When collusion occurs, the analogy is that multiple users send theg written as
messages through a shared channel. When the system load is low, =31
throughput is proportional to the colluder number. However, when Xk (n)*pr(n)
the system load is high, throughput becomes lowered by interaction (rinme = P50 ) ¥ No? (17)
between colluders. The relationship between capacity and throughput k 716 PRI 7

in a single-user channel and a multi-user shared channel is shown W 2 is th . fthe G . 96 is th di
Fig. 2. As illustrated in Fig. 2 (a), throughput is saturated when yhereor 1S In€ variance of fhe f>aussian Noise,IS the spreading

is reached by capacity in a single-user case, and as shown in Figqaf‘ Ax(n) is the frequency response of colluder weight and

(b), throughput is lowered by collusion in a multi-user case. otor,_, = E{R*{IGI_i}}.
P
When the spreading code lengthis larger, ' [\e(n)|*prk(n)
A Vi is larger. If we can cancel out the tem;, , by MUD, the FINR

is converted into the fingerprint-to-noise ratio (FNR).

The classic information-theoretic capacity region for colluders
with white Gaussian noise(i) in Gaussian multiple-access channel
(GMAC) can be written as

>

throughput
throughput

1
Ry, < 3 log (14 CrNR), (18)
keQ
prmectsre e which is in the unit of bits per message symbol [11]. Heley r is
(a) (b) given by
Fig. 2. The relationship between capacity and throughput in (a) a single-user P NP1 |>\k(n)|2pF k(1)
channel and (b) a multi-user shared channel. keQ n=0 ’

(19)

(FNR = No?

Eqg. (18) represents the maximum sum rate which can be achieved
by the total power of colluders if2 without interactions among
E‘olluders. It can be used to represent the rough upper bound of

« Instantaneous throughpiit. (t) instantaneous throughpiit,,,s(¢). For more details, we refer to [6],
It is determined by the fingerprint power and the strength qu].

collusion attacks at a given time interval centered arotind

D. Throughput Analysis
We may define the following two concepts related to throughpu

« Total throughpufT:o: IV. EXPERIMENTAL RESULTS
It is the summation of all instantaneous throughput over the We study the performance of the proposed MC-CDMA-based fin-
entire continuous host media. gerprinting system applied to a real movie in this section. The length

Lower throughput means that we receive fewer messages of colludéof spreading codes is chosen to 2i#. We apply shift spreading

k and, as a result, it will be more difficult to perform accuratavith P = 2 (i.e,, 1-bit shift) in all examples. Thus, the collusion

detection. This relationship can be analyzed below. attack is formulated as the frequency selective fading channel in a
Let us consider a time intervalts, t2]. On one hand, the capacity wireless communication. Colluder weights in the collusion attacks

of the host media in this interval is equal Rz x (t2 —t1), which is are randomly generated using a normal Gaussian distribution with

governed by JND. On the other hand, the colluder througfjpLit zero mean and unit variance, then normalized by a total skim.

in the same interval can be written as Colluders are selected from user set of sizewith combinations
zZ,, CL. Experimental results are obtained usit@f simulation runs.
Tiot(t1,t2) = Tins(t)dt. (15) We first evaluate the average throughput which is introduced in
t Sec. IlI-D with correlation detection and MRC with PIC-MUD.

The averaged throughput is equal to the total throughput divided tyie correlation detection is widely used in the watermarking and
the number of colludersk. It can be written mathematically as  fingerprinting field. In Fig. 3 (a), The average throughput is increased
Tiot(t1, t2) when the bit rate of colluders is increased at the fingerprint embedder.

Tave(tr, t2) = —— (16)  The average throughput can be improved by MRC with PIC-MUD.
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Fig. 3. Simulation results with-bit shift and L = 512 (a) the average throughput as a function of bit rate per colluder with conventional correlation
detection and MRC with PIC-MUDK = 512) (b) The number of identified colluders as a function of the fingerprint-to-noise ratio (FNR) depending on
fingerprint power K = 40), and (c) The number of identified colluders as a function of number of colluders depending on the host media intensity (FNR
=0 dB).

This result is constant with our previous result in [3]. Then, wen an MC-CDMA-based fingerprinting system and also connected
investigate the relationship between the noise and the numberitofo the throughput analysis in a wireless communication system.
identified colluders in a fixed interference environment. The lengfurthermore, we showed how to determine instantaneous throughput
of user message is set fd = 32. In Fig. 3 (b), we fix the number using FINR, and extended it to the total throughput and the averaged
of colluders K = 40 and adjust the fingerprint-to-noise ratio (FNR)throughput over a period of time. Finally, it was demonstrated
range from—15 dB to 30 dB. The embedding strengifi(i) is set by computer simulation that the proposed scheme can provide a
to 1.0, 20.0 and 80.0, which governs the fingerprint power. Whensystematic approach for movie content protection. In the future, we
the power of fingerprint codes increases, we see that the numbemdf examine the theoretical analysis for throughput and the problem
identified colluders increases in the lower FNR cadse, (high noise of optimal detector design based on the average detection probability
power). Finally, we analyze the effect of the host media intensiy ( (or throughput).
dynamic range), which is equal t0 in interval 1,128 in interval

2, and 256 in interval 3, with FNR equal t@ dB. The length of

message i8/ = 32. In Fig. 3 (c), we see that the number of identified (1] . AR ;o . A

I . h high h h . . . f th forensics of multimedia fingerprinting using orthogonal mudulation,
colluders Is much higher when the maximum intensity range of the |egg Transactions on Image Processingl. 14, pp. 804-821, June

host media is higher. 2005.

[2] S. He. and M. Wu, “Joint coding and embedding techniques for
multimedia fingerprinting,1EEE Transactions on Information Forensics
and Securityvol. 1, pp. 231-247, June 2006.

[3] B.-H. Cha and C.-C. Jay Kuo, “Advanced colluder detection techniques
for OSIFT-based hiding codes,” iAroc. IEEE Int'l Sym. Circuits and
SystemsSeattle, Washington, May 2008, pp. 2961-2964.
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