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Abstract— We analyze time-varying collusion attacks for a fingerprint-
ing system using concepts of capacity and throughput in this work.
Continuous media provide a limited resource for data embedding, which
is analogous to the capacity of a wireless communication channel. Here,
we characterize the capacity of a host media using the just-noticeable-
distortion (JND) of the human visual system (HVS). Furthermore, the
collusion attack can be interpreted as a channel shared by multiple
users. Based on this analogy, the colluder detection performance can
be understood from the viewpoint of throughput. Specifically, we show
how to determine instantaneous throughput using the fingerprint-to-
interference-plus-noise ratio (FINR), and extend it to the total throughput
and the averaged throughput over a time interval. Our analysis provides
a good framework to the understanding of collusion attacks and ways to
enhance the traitor tracing performance of a fingerprinting system.

I. I NTRODUCTION

The fingerprinting technology provides a solution to traitor tracing
in a video multi-cast environment, where different imperceptible
watermarks are embedded in a media file and distributed to different
buyers. Thus, each distributed copy carries the fingerprint of a specific
buyer. One effective attack to fingerprinting is the collusion attack,
where multiple attackers (or colluders) perform a linear combination
of their copies to result in another copy with an objective to confuse
the detector so that their individual fingerprints cannot be detected
properly.

The time-varying collusion provides an effective means to the
attack of traditional multimedia fingerprinting systems [1], [2].
Recently, this attack was examined and a solution called the
multi-carrier code-division-multiple-access (MC-CDMA) fingerprint-
ing system was proposed in [3], [4], where the time-varying collusion
weights were estimated using a channel estimation technique. As
a sequel to [4], we analyze time-varying collusion attacks from
the viewpoint of capacity and throughput. The analysis shed light
on collusion attacks, which is useful to the design of a better
fingerprinting system.

Continuous media provide a limited resource for data embedding,
which is analogous to the capacity of a wireless communication
channel. Here, we characterize the capacity of a host media using the
just-noticeable-distortion (JND) of the human visual system (HVS).
Furthermore, the collusion attack can be interpreted as a channel
shared by multiple users. Based on this analogy, the colluder detection
performance can be understood from the throughput viewpoint.
Furthermore, we show how to determine instantaneous throughput
using the fingerprint-to-interference-plus-noise ratio (FINR), and ex-
tend it to the total throughput and the averaged throughput over
a time interval. Our analysis provides a good framework to the
understanding of collusion attacks and ways to enhance the traitor
tracing performance of a fingerprinting system.

The rest of this paper is organized as follows. The MC-CDMA-
based fingerprinting system is reviewed in Sec. II. Next, we analyze a
fingerprinting system from the perspective of capacity and throughput

in Sec. III. It is demonstrated by computer simulation in Sec. IV
that the proposed scheme can provide a good fingerprinting system
for movie content protection. Finally, concluding remarks and future
research work are given in Sec. V.

II. MC-CDMA- BASED FINGERPRINTINGSYSTEM

In this section, we review the MC-CDMA-based fingerprinting
system proposed in [3]. As shown in Fig. 1, it consists of three
modules: 1) the fingerprint generation and embedding module, 2) the
time-varying collusion attack module, and 3) the fingerprint detection
module. They are detailed below.
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Fig. 1. The block-diagram of the overall system with three modules: 1)
fingerprint generation and embedding, 2) time-varying collusion attack, and
3) fingerprint detection.

A. Fingerprint Generation and Embedding

Let Φ be the user set and|Φ| = L the user number. The user
message,ml, of length M contains user identification (ID)ul of
lengthU and error correction codes of lengthM −U . Furthermore,
sl(i) denotes the spreading code. Then, the user code,wl(i), is
obtained via

wl(i) = IDFT {mlsl(i)} (1)

where IDFT is the inverse discrete Fourier transform. The number
of users is decided by units of spreading codes. If we useN × N
Hadamard-Walsh (HW) codes orN ×N carrier interferometry (CI)
codes, they can supportN users [3].

In code embedding, letxl(i), i = 0, · · · , T−1, be selected discrete
cosine transform (DCT) coefficients for userl according to the human



visual system (HVS). We divide this set intoB segments, each of
which hasN samples, as

xl(i) = xl(b ·N + n), { b = 0 · · · B − 1
n = 0 · · · N − 1

. (2)

The additive code embedding method with shifted spreading [5] is
given mathematically by

yl(i−∆l) = xl(i−∆l) + al(i−∆l) (3)

where
al(i−∆l) = α(i)wl(i), (4)

and where∆l is a shift amount under conditionP << N andα(i)
is the embedded code strength, which is adaptively decided by the
human perceptual model given in Sec. III-A. If we assume|wl(i)| =
1, α(i) equals toPF . By shifted spreading, we are able to increase
the user number fromN to P ×N .

B. Time-Varying Collusion Attack

We divide users into two groups: malicious users (or colluders)
and innocent users, and useΩ to denote the set of colluders. Clearly,
Ω is a subset ofΦ. Without loss of generality, we assume that there
are L users andK colluders in the system. That is,|Φ| = L and
|Ω| = K. A time-varying collusion attack can be expressed as

ŷ(i) =
X

k∈Ω

hk(i)yk(i) + e(i) (5)

where yk(i) is the host signal,hk(i) the time-varying weight for
colluder k, e(i) additive noise and̂y(i) the colluded signal on the
ith sample. The weights should satisfy the following condition:

X

k∈Ω

hk(i) = 1 (6)

wherehk(i) 6= 0 for all i. Furthermore, colluders can change their
colluder weights arbitrarily without the knowledge of embedding and
detection algorithms. We express the value ofhk(i) as

hk(i) = h̃k(r; q), { r = 0, · · · , R(q)− 1,
q = 1, · · · , Q .

(7)

whereR(q) represents the number of samples in segmentq, which
varies in each segment, andQ represents the number of segments in
one media.

C. Fingerprint Extraction and Colluder Identification

We extract fingerprint codes from the host media via

ŷ(i)− x(i) =
X

l∈Φ

hl(i)ŵl(i) + (α(i))−1e(i). (8)

After the extraction, the discrete Fourier transform (DFT) is taken
before user detection:

X

l∈Φ

mlλl(i)ŝl(i) = DFT

(X

l∈Φ

hl(i)ŵl(i) + ẽ(i)

)
(9)

where ẽ(i) = (α(i))−1 e(i). Then, user detection, which includes
synchronization and group/subgroup ID identification with threshold
τ , is performed by advanced detectors. WhenL users are supported,
L user detection steps must be performed. Letûl be the user ID
decoded from detected messagem̂l. Colluders can be distinguished
from innocent users by a colluder identification process based on the
following principle:

• Pr [ûk 6= uk] → 0 for colluder setΩ; and
• Pr [ûj = uj ] → 0 for innocent user setΓ.

Specific decision rules can be derived accordingly. Finally, to improve
the performance of colluder detection, a maximum ratio combining
(MRC) and a multiuser detector (MUD) technique based on pilot-
aided colluder weight estimation (PACWE) can be used. We refer to
[6], [7] for more detail.

III. A NALYSIS OF TIME-VARYING COLLUSION ATTACKS:
CAPACITY AND THROUGHPUT

It is important to determine the proper power level of the fingerprint
at different spatial/temporal locations. If the power of a fingerprint
is higher, it is easier to detect. On the other hand, it will bring more
noticeable degradation to the host media. Furthermore, in the context
of collusion attack, we need to consider the quality of colluded media
as well as the detectability of the fingerprint of any colluder. These
issues will be discussed in this section.

A. Embedding Rate of Host Media and HVS Model

Following the discussion in Sec. II-A, we consider fingerprint
embedding in DCT coefficients of each video frame. Let these DCT
coefficients be

F (u, v), 0 ≤ u ≤ Ñ − 1, 0 ≤ v ≤ Ñ − 1

where a typical value ofÑ is 8. The selected coefficientF (u, v)
based on the HVS model is mapped to the host samplex(i) for
fingerprint embedding.

For the HVS model, we consider the just noticeable difference
(JND) introduced in [8]. There are two masking effects in JND;
namely, the luminance mask and the contrast mask. The luminance
mask is given by

zL
b = zF (

Fb (0, 0)

F (0, 0)
)β (10)

whereb is the index of a DCT block,Fb(0, 0) is the DC coefficient
of the bth DCT block,F (0, 0) is the averaged DC component of the
entire frame,β is a constant (set to0.649 empirically) andzF is a
frequency mask governed by the sensitivity of DCT coefficients. The
contrast mask,zC

b , is calculated from the luminance mask via

zC
b = max

n
zL

b , |Fb(u, v)|γ(u,v)(zL
b )(1−γ(u,v))

o
(11)

whereγ(u, v) is a value between0 and1 depending on the DCT basis
function. It is set to0.7 empirically. For details, we refer to [8]. The
JND powerPJ and the total number of selected samplesBJ can
be decided byzC

b as introduced in [9]. The JND power,PJ , can be
related to the embedding rateRE (in the unit of bits per sample).
For a give host media, we can use the product ofRE and BJ to
determine the total number of embedding bits to be supported by the
fingerprinting system.BJ can be explained by number of selected
samples which arePJ 6= 0.

B. Power Relationship in Collusion Attacks

In the context of collusion attack, we usePJ(n), PF,k(n) and
PIN,k(n) to denote the power of corresponding to the maximum
distortion allowed in multimedia by JND, the embedded fingerprint
power and the interference-plus-noise power for an arbitrary colluder
denoted byk at a certain selected DCT coefficient position denoted
by n. They have to meet the following three conditions.

1) For fingerprint embedding with imperceptibility, we demand

PF,k(n) ≤ PJ(n). (12)

2) For imperceptibility of a colluded media copy, we demand

PF,k(n) + PIN,k(n) ≤ PJ(n). (13)



3) For fingerprint detectability, we demand

PF,k(n) > PIN,k(n). (14)

If condition 1) is violated, we can observe visual distortion from a
fingerprinted media file. If condition 2) is violated, there exists visible
distortion in the colluded media file. If condition 3) is violated, it will
be difficult to detect colluderk at the selected DCT sample.

C. Capacity and Throughput

Capacity and throughput are two different concepts in wireless
communications. Capacity is the property of a channel while through-
put is affected by the channel as well as the interaction between users.
In the context of fingerprinting, if there is no collusion, the analogy
is that the messages of each user go through an independent channel.
When collusion occurs, the analogy is that multiple users send their
messages through a shared channel. When the system load is low,
throughput is proportional to the colluder number. However, when
the system load is high, throughput becomes lowered by interaction
between colluders. The relationship between capacity and throughput
in a single-user channel and a multi-user shared channel is shown in
Fig. 2. As illustrated in Fig. 2 (a), throughput is saturated when it
is reached by capacity in a single-user case, and as shown in Fig. 2
(b), throughput is lowered by collusion in a multi-user case.
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Fig. 2. The relationship between capacity and throughput in (a) a single-user
channel and (b) a multi-user shared channel.

D. Throughput Analysis

We may define the following two concepts related to throughput:

• Instantaneous throughputTins(t)
It is determined by the fingerprint power and the strength of
collusion attacks at a given time interval centered aroundt.

• Total throughputTtot

It is the summation of all instantaneous throughput over the
entire continuous host media.

Lower throughput means that we receive fewer messages of colluder
k and, as a result, it will be more difficult to perform accurate
detection. This relationship can be analyzed below.

Let us consider a time interval:(t1, t2]. On one hand, the capacity
of the host media in this interval is equal toRE× (t2− t1), which is
governed by JND. On the other hand, the colluder throughputTtot

in the same interval can be written as

Ttot(t1, t2) =

Z t2

t1

Tins(t)dt. (15)

The averaged throughput is equal to the total throughput divided by
the number of colluders,K. It can be written mathematically as

Tave(t1, t2) =
Ttot(t1, t2)

K
. (16)

The average detection probability of a colluder is related to the
average throughput. The higher the average throughput, the higher
the average detection probability. The average detection probability
is closely related with the number of identified colluders [3]. The
characterization between the average throughput and the average
detection probability also depends on the detector design. This is
however out of the scope of our current work and will be treated in
our future work.

In the following, we only consider the effect of the fingerprint-
to-interference-plus-noise ratio (FINR). The colluder detection per-
formance of the MC-CDMA-based fingerprinting system is closely
related with FINR. The inter-group interference (IGI) occurs among
colluders from groups with different codewords [10]. If the fingerprint
power of colluderk is denoted byPF,k, the FINR of colluderk can
be written as

ζFINR,k =

N−1P
n=0

|λk(n)|2pF,k(n)

P
l6=k

σ2
IGIl←k

pF,l(n) + Nσ2
(17)

whereσ2 is the variance of the Gaussian noise,N is the spreading
gain, λk(n) is the frequency response of colluder weight and

σ2
IGIl←k

= E{Re2{IGIl←k}}.
When the spreading code lengthN is larger,

PN−1
n=0 |λk(n)|2pF,k(n)

is larger. If we can cancel out the termσ2
IGIl←k

by MUD, the FINR
is converted into the fingerprint-to-noise ratio (FNR).

The classic information-theoretic capacity region for colluders
with white Gaussian noisee(i) in Gaussian multiple-access channel
(GMAC) can be written as

X

k∈Ω

Rk <
1

2
log (1 + ζFNR) , (18)

which is in the unit of bits per message symbol [11]. Here,ζFNR is
given by

ζFNR =

P
k∈Ω

N−1P
n=0

|λk(n)|2pF,k(n)

Nσ2
(19)

Eq. (18) represents the maximum sum rate which can be achieved
by the total power of colluders inΩ without interactions among
colluders. It can be used to represent the rough upper bound of
instantaneous throughputTins(t). For more details, we refer to [6],
[12].

IV. EXPERIMENTAL RESULTS

We study the performance of the proposed MC-CDMA-based fin-
gerprinting system applied to a real movie in this section. The length
N of spreading codes is chosen to be256. We apply shift spreading
with P = 2 (i.e., 1-bit shift) in all examples. Thus, the collusion
attack is formulated as the frequency selective fading channel in a
wireless communication. Colluder weights in the collusion attacks
are randomly generated using a normal Gaussian distribution with
zero mean and unit variance, then normalized by a total sum.K
Colluders are selected from user set of sizeL with combinations
C

L
K . Experimental results are obtained using104 simulation runs.
We first evaluate the average throughput which is introduced in

Sec. III-D with correlation detection and MRC with PIC-MUD.
The correlation detection is widely used in the watermarking and
fingerprinting field. In Fig. 3 (a), The average throughput is increased
when the bit rate of colluders is increased at the fingerprint embedder.
The average throughput can be improved by MRC with PIC-MUD.
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Fig. 3. Simulation results with1-bit shift andL = 512 (a) the average throughput as a function of bit rate per colluder with conventional correlation
detection and MRC with PIC-MUD (K = 512) (b) The number of identified colluders as a function of the fingerprint-to-noise ratio (FNR) depending on
fingerprint power (K = 40), and (c) The number of identified colluders as a function of number of colluders depending on the host media intensity (FNR
= 0 dB).

This result is constant with our previous result in [3]. Then, we
investigate the relationship between the noise and the number of
identified colluders in a fixed interference environment. The length
of user message is set toM = 32. In Fig. 3 (b), we fix the number
of colludersK = 40 and adjust the fingerprint-to-noise ratio (FNR)
range from−15 dB to 30 dB. The embedding strengthα(i) is set
to 1.0, 20.0 and 80.0, which governs the fingerprint power. When
the power of fingerprint codes increases, we see that the number of
identified colluders increases in the lower FNR case (i.e., high noise
power). Finally, we analyze the effect of the host media intensity (i.e.,
dynamic range), which is equal to10 in interval 1,128 in interval
2, and256 in interval 3, with FNR equal to0 dB. The length of
message isM = 32. In Fig. 3 (c), we see that the number of identified
colluders is much higher when the maximum intensity range of the
host media is higher.

(a) (b)

Fig. 4. Embedding imperceptibility of theToystorymovie based on JND: (a)
one original frame and (b) the corresponding fingerprinted frame with PSNR
= 62.99 dB.

We embed the fingerprint to movieToystory(of resolution720×
480 and frame rate30 frames per second) in the DCT domain to test
the HVS model, where DCT is applied to every8 × 8 block unit.
Fig. 4 shows one frame ofToystorywith the luminance component
only. The total number of DCT coefficients areNtot = 345, 600,
and we embed fingerprints to a subset of these samples, whose total
length isNf = 14, 506. Thus, the averaged embedding rate4% per
sample. The quality of any fingerprinted frame is well preserved after
embedding, and the peak signal-to-noise ratio (PSNR) is higher than
60 dB.

V. CONCLUSION AND FUTURE WORK

In this work, we related the JND of the HVS model to the
capacity of a host media and the colluder detection performance

in an MC-CDMA-based fingerprinting system and also connected
it to the throughput analysis in a wireless communication system.
Furthermore, we showed how to determine instantaneous throughput
using FINR, and extended it to the total throughput and the averaged
throughput over a period of time. Finally, it was demonstrated
by computer simulation that the proposed scheme can provide a
systematic approach for movie content protection. In the future, we
will examine the theoretical analysis for throughput and the problem
of optimal detector design based on the average detection probability
(or throughput).
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