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Abstract— The design of collusion-free hiding codes for a large relatively small codeword size in the traitor tracing system.
number of users in a media distribution scenario is considered in The way to increase the user capacity is to reuse the same
this work. To increase the number of users, we propose to assign ~qqeword with a different amount of delay for different
the same codeword repetitively to multiple users but with a differ- N
ent amount of delay. It is shown that, when the proposed system is u;ers. Furthermore, we show S'm'_la”ty between thg collu-
under collusion, it is equivalent to a communication system with a Sion attack with delayed embedding and the multi-access
multipath channel. Then, the identification performance for each with multipath channel in a wireless communication system.
user code can be improved by multipath channel estimation and Then, we study the performance of collusion-free codes called
adaptive equalization methods. We present a set of collusion- OSIFT (Orthogonal Spreading followed by the Inverse Fourier

free codes called OSIFT (Orthogonal Spreading followed by the . . . . .
Inverse Fourier Transform) and demonstrate that OSIFT codes Transform) in [4], which were inspired by the precoding

are robust against a generalized collusion attack in an exemplary technigue in [5], [6], in the presence of the collusion attack.
audio watermarking system with a large number of users by By leveraging the knowledge of multipath channel estimation
computer simulation. and adaptive equalization in a multi-access and multipath
environment, we can demonstrate that OSIFT codes are robust
against generalized collusion attacks in an exemplary audio
watermarking system.

Multimedia contents can be easily distributed over wired The rest of this paper is organized as follows. The delayed
and wireless networks with the development of coding amnddeword embedding, generalized collusion attacks, and de-
networking technologies. For example, multiple copies of thection with channel estimation and adaptive equalization are
same content can be delivered to multiple users with thiescribed in Sec. Il. Then, collision-free hiding codes with
multi-cast technology. To protect multimedia contents, it idelayed embedding are described and analyzed in Sec. lll.
important to develop a traitor tracing technique to identify th8imulation results are reported in Sec. IV using an audio
unauthorized usage of media contents under distribution. Osy&stem as an example. Finally, concluding remarks are given
well known attack that can break the traitor tracing system Sec. V.
easily is the collusion attack. The number of colluders in
collusion attacks is an important parameter to consider in the
design of a traitor tracing system. Usually, if the number of
colluders increases, the attack strength becomes stronger. AisCode Embedding

a challenging task to design collusion-free hiding codes for aa code embedding system with delayed codewords is shown
large number of users, which will be the focus of this workijn Fig. 1. There areG groups and each group supports
Chu et al. [1] proposed a two-layer fingerprinting tech-p different users. In each groug? users share the same
nique and applied-secure codes for leakage identificationgodeword and they are distinguished by delay amahpy,
Although the robustness of the proposed technique agaififtere is the user index ang is the group index. Thus, the
collusion attacks was not thoroughly investigated, their rggtal number of supportable users increases filors G to
search direction in accommodating a large number of usgrs— p@. Without loss of generality, we assume the codeword
appears to be promising. Wargg al. [2] pointed out some |ength for each group is the same and equaMoThen, we
disadvantages of the two-layer fingerprinting design in [Han choose\; , = 0,1,--- ,P—1,0< Ay, < N —1 so that
and proposed a group-oriented fingerprinting method to €fre maximum number oP is N.
hance the performance of orthogonal modulation codes undefye follow the time-domain codeword embedding system
massive distribution. They assigned correlated fingerprints af’oposed in [7]. Letr;(i), i = 0,...,T — 1, be part of the
potential colluders and uncorrelated fingerprints to users WRgst signal for uset of length7 = N M. We can divide it

are unlikely to perform the collusion attack jointly. Zh&b nto 1/ segments, each of which has samples as
al. [3] extended the group-oriented fingerprinting technique to

I. INTRODUCTION

Il. SYSTEM MODEL

the video multicast scenario based on scalable video coding,xl (i) = i(m - N +19), { m = 0---M-—1 W
and proposed a method by combining TDMA and CDMA i=0---N-1
embedding.

- . . Then, the additive codeword embedding method is given by
In this work, we investigate a method to allow a large

number of users and a reasonable size of colluders with a y; (i — Asg) =21 m(i — Arg) +arm(i —Arg)  (2)
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whereH; is assumed to have the full column rank.
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D. Code Detection

For code detection, synchronization is assumed to be
achieved between the embedder and the detector. Thus, the
delay position of each user is available at the detector. Then,
we can simplify the antipodal binary hypothesis test to the
following

Ho : :’jl,m(i) = whm(i) + Zl’m(i), m = +1 (7)
al,m(i - Al,g) =« “rl,m(i - Al,g)‘ wl,m(i)~ (3) H,: :&l,m(i) = _wl,m(i) + Zl,m(i)a m = —1
and wherea is a constant that adjusts the embedded cowéerey; (i) is the received signak; ,, (i) denotes the effect

strength, andu, ,,,(¢) is the hiding code generated from usepf noise or interference artrd is a binary. bit .of user message.
identification (ID)w,(i), spreading code (i), and the inverse The output of the correlation detector is given by

Fig. 1. The delayed embedding model.

where

discrete Fourier transform (IDFT) for usér which will be N-1 ‘ o
detailed in Sec. Ill. i ZO (Gm (@) = @m (1)) bm () 50(2)
Vi,m = = S (8)
) ) NXim N-1 )
B. Generalized Collusion Attack > |si(9)]
=0

The collusion attack provides a cost-effective attack to ) o )
remove hiding codes without severely degrading the quality $herev, is the statistics of detection,
the host media. It is obtained by a coalition of hiding codes b (1) = 1/(a |2 (3))),

from multiple users [8]. Since our embedding system includes

a delay factor before the coalition, a general form of collusigi'd the value o, ,, can be provided by the channel estima-
attacks can be expressed mathematically as tion technique as explained in Sec. Ill. The statisticaQf,
can be used as a metric to measure the robustness of different

o , . hiding codes. From this detection statistics, we can calculate
Gm(@) = Y himyim(i = Akg) +e(i) ) the bit error rate (BER) between the extracted userijD)

h=0 and the original user ID number, (i), and then derive the
wherey,, (7) is the colluded signaly;, . (i — A, 4) is the host average BER and detection rate obtained by a decision level
signal embedded with user codg which is a function of ),
group indexg and delay amounf\ ,, ¢ is the noise vector,
andhy_ ., is a weight for the signal of usdr in the collusion
attack.

K-1

embedder

C. Multipath Channel Estimation

4 detector

In a communication channel, the discrete multipath channel 69

model of user can be given by code detection |<
W, Yo F 5
r; = Hic; + e, (5) | W channel
. . . . code generation . " | estimation

where H; is the discrete-time channel impulse response ma Y Yo —

. . . : [ »| extraction
trix. The multipath channel model is actually analogous with < >

N

that of the generalized collusion attack model with delayed
embedding. The coefficients of a tapped delay line are equiv- z
alent to the weights used in (4), and they have to be estimated
in both models.

One WaY to eStlmaFe the cofficients of the_Chann_el |n.1pull's_%. 2. The code embedding, extraction and detection system.
response is to exploit pilot symbols. That is, estimation Is

channel
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Fig. 3. The collusion-free hiding code generation and detection system.
E. LMS Adaptive Equalization of dimensionN x N. Please note that HW codes only take

The DFT output is multiplied by the coefficients of the leastt @nd -1 two values, which simplifies the spreading operation

mean-squares decision-feedback-equalizer (LMS-DFE) [16[€ally-

The coefficients are updated by an iterative process. We takd e interference between codes of different users can be
the DFT of,, (i) and multiply the result with\, ,,, (i), which analyzed below. We calculate the correlation between hiding
leads to ’ codewy, (i) of userk and hiding codei; ., (i) of useri as

. N . ~ . . N-1
@n(0) = M OOFTEbm (@)}, 4 =00 N= L Oy LN™ o 0)b6) fsu (i)
v

The error signadl; ,, (¢) is calculated by the difference between (14)
decided user messagg and q; ., (7) 1 B =
+= > MAlL g+ — > b(i)e(i)si(d)
dim (1) = U — qum (). (10) v k=0, k£l Ll
Then, we update\; (i) by where), ., is the frequency response lf,,, obtained by DFT,
S\Z,m(i) = 5‘l,m(i) - Mdl,m(i)DFT{wm(i)}a (11) N-1 5 1
_ . _ p=N, | Y s@)f and by (i) = ———.
where, is the step size that determines the convergence rate. — a |z, ()]
The overall hiding code system is shown in Fig. 2. q
an
N-1
I1l. CoLLUSION-FREEHIDING CODES MAl,_ = Z Mo, (1) (1) 51.(7) 51 (4) (15)
In this section, we present a set of collusion-free hiding =0

codes, known as the OSIFT (Orthogonal Spreading followésl the interference from usér to user/. Mathematically, to
by the Inverse Fourier Transform) codes, which is robuathieve the collusion-free property, we demand MAl =
against the generalized collusion attack. The OSIFT codewhich is valid if an orthogonal code is used [11]. In the
generation and detection system and its interface with th@termarking context, it is reasonable to assuw(® = 0.
hiding code embedding and extraction system are shownTihen, the right-hand-side (RHS) of Eqg. (14) can be simplified
Fig. 3. We consider an orthogonal code of lengthunder to

perfect synchronization with a fixed delay for udemhich 13 . . )2
has the following property Yhm =% 2 A (Dbm () st (D) (16)
=0
Nz_:l sili)si(i) = N, =k (12) Consequently, the embedded watermark can be reconstructed
— RPRY =000, 1#k by adaptively equalizing the channel frequency response
= -1 3

) through the multiplication oﬁ\l e Where )\ ,,, is estimated
In particular, we choose the Hadamard Walsh (HW) codes &annel response. One can obté\izn,,, by the pilot-assisted

the orthogonal codes due to its ease of computation. Pleggﬁ d update i :
) . i te it by the LMS-DFE tech .
note that the HW matrices can be recursively defined by eme and update 1L by the echnique

Sx =Sy ®Sy/s = < Sn/2 Sny2 ) 7 (13) IV. SIMULATION RESULTS
Snyz —Swp In this section, we study the performance of our OSIFT

where N = 2" (n > 2) and® is the Kronecker product. The codes against the generalized collusion attack. Three hiding
HW codes of lengthV are column vectors of HW matricescodes, which are frequently used in the watermarking research,
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Fig. 4. Simulation results with delayed embeddif\g , = 64,128 and P = 2, N = 256, L = 512: (a) the average BER, (b) the detection rate, and (c)
average BER performance comparison with different equalization schemes.

are compared with our OSIFT codes. They are boundédth systems can support up 266 colluders {.e. K = 256)

Gaussian (BG), pseudo-noise (PN) and orthogonal HW codeghout any detection errors.
(OS). An audio music signal sampled 4t.1KHz is used as
the host. The code strength is set t00.05, and the length V. CONCLUSION AND FUTURE WORK

N of spreading codes is chosen to2ig. The length of user  The performance of the OSIFT collusion-free codes with
message is set td/ = 32. A delayed embedding situationdelayed embedding was investigated in this paper. The ap-
is adopted in all simulations. To compute the detection raiglication of OSIFT codes with delayed embedding can help
we fix thresholdy = 0.1 and false alarm rat¢, < 107°. jncrease the number of userise( user capacity) by re-using
Simulation results are obtained using a tote?@d0 simulation the same spreading codes. It was shown that OSIFT is robust
runs. against a generalized collusion attack by leveraging the chan-
We setA;, = 64,128, P = 2, N = 256, and the total nel estimation and adaptive equalization techniques developed
number of userd. = 512 in the simulation, and the resultsin wireless communication systems. Advanced channel esti-
are shown in Fig. 4. It is clear from Figs. 4 (a) and (bhation and equalization techniques to improve the detection

that the proposed OSIFT codes have the best performagpegformance will be studied furthermore in our future work.
in the average BER as well as the detection rate. The delay

embedding technique leads to an increased average BER value. REFERENCES
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