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Abstract— The design of collusion-free hiding codes for a large
number of users in a media distribution scenario is considered in
this work. To increase the number of users, we propose to assign
the same codeword repetitively to multiple users but with a differ-
ent amount of delay. It is shown that, when the proposed system is
under collusion, it is equivalent to a communication system with a
multipath channel. Then, the identification performance for each
user code can be improved by multipath channel estimation and
adaptive equalization methods. We present a set of collusion-
free codes called OSIFT (Orthogonal Spreading followed by the
Inverse Fourier Transform) and demonstrate that OSIFT codes
are robust against a generalized collusion attack in an exemplary
audio watermarking system with a large number of users by
computer simulation.

I. I NTRODUCTION

Multimedia contents can be easily distributed over wired
and wireless networks with the development of coding and
networking technologies. For example, multiple copies of the
same content can be delivered to multiple users with the
multi-cast technology. To protect multimedia contents, it is
important to develop a traitor tracing technique to identify the
unauthorized usage of media contents under distribution. One
well known attack that can break the traitor tracing system
easily is the collusion attack. The number of colluders in
collusion attacks is an important parameter to consider in the
design of a traitor tracing system. Usually, if the number of
colluders increases, the attack strength becomes stronger. It is
a challenging task to design collusion-free hiding codes for a
large number of users, which will be the focus of this work.

Chu et al. [1] proposed a two-layer fingerprinting tech-
nique and appliedc-secure codes for leakage identification.
Although the robustness of the proposed technique against
collusion attacks was not thoroughly investigated, their re-
search direction in accommodating a large number of users
appears to be promising. Wanget al. [2] pointed out some
disadvantages of the two-layer fingerprinting design in [1]
and proposed a group-oriented fingerprinting method to en-
hance the performance of orthogonal modulation codes under
massive distribution. They assigned correlated fingerprints to
potential colluders and uncorrelated fingerprints to users who
are unlikely to perform the collusion attack jointly. Zhaoet
al. [3] extended the group-oriented fingerprinting technique to
the video multicast scenario based on scalable video coding,
and proposed a method by combining TDMA and CDMA
embedding.

In this work, we investigate a method to allow a large
number of users and a reasonable size of colluders with a

relatively small codeword size in the traitor tracing system.
The way to increase the user capacity is to reuse the same
codeword with a different amount of delay for different
users. Furthermore, we show similarity between the collu-
sion attack with delayed embedding and the multi-access
with multipath channel in a wireless communication system.
Then, we study the performance of collusion-free codes called
OSIFT (Orthogonal Spreading followed by the Inverse Fourier
Transform) in [4], which were inspired by the precoding
technique in [5], [6], in the presence of the collusion attack.
By leveraging the knowledge of multipath channel estimation
and adaptive equalization in a multi-access and multipath
environment, we can demonstrate that OSIFT codes are robust
against generalized collusion attacks in an exemplary audio
watermarking system.

The rest of this paper is organized as follows. The delayed
codeword embedding, generalized collusion attacks, and de-
tection with channel estimation and adaptive equalization are
described in Sec. II. Then, collision-free hiding codes with
delayed embedding are described and analyzed in Sec. III.
Simulation results are reported in Sec. IV using an audio
system as an example. Finally, concluding remarks are given
in Sec. V.

II. SYSTEM MODEL

A. Code Embedding

A code embedding system with delayed codewords is shown
in Fig. 1. There areG groups and each group supports
P different users. In each group,P users share the same
codeword and they are distinguished by delay amount∆l,g,
wherel is the user index andg is the group index. Thus, the
total number of supportable users increases fromL = G to
L = PG. Without loss of generality, we assume the codeword
length for each group is the same and equal toN . Then, we
can choose∆l,g = 0, 1, · · · , P − 1, 0 ≤ ∆l,g ≤ N − 1 so that
the maximum number ofP is N .

We follow the time-domain codeword embedding system
proposed in [7]. Letxl(i), i = 0, . . . , T − 1, be part of the
host signal for userl of length T = NM . We can divide it
into M segments, each of which hasN samples as

xl,m(i) = xl(m ·N + i),
{

m = 0 · · · M − 1
i = 0 · · · N − 1 . (1)

Then, the additive codeword embedding method is given by

yl,m(i−∆l,g) = xl,m(i−∆l,g) + al,m(i−∆l,g) (2)
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Fig. 1. The delayed embedding model.

where

al,m(i−∆l,g) = α |xl,m(i−∆l,g)|wl,m(i). (3)

and whereα is a constant that adjusts the embedded code
strength, andwl,m(i) is the hiding code generated from user
identification (ID)ul(i), spreading codesl(i), and the inverse
discrete Fourier transform (IDFT) for userl, which will be
detailed in Sec. III.

B. Generalized Collusion Attack

The collusion attack provides a cost-effective attack to
remove hiding codes without severely degrading the quality of
the host media. It is obtained by a coalition of hiding codes
from multiple users [8]. Since our embedding system includes
a delay factor before the coalition, a general form of collusion
attacks can be expressed mathematically as

ŷm(i) =
K−1∑

k=0

hk,myk,m(i−∆k,g) + e(i) (4)

whereŷm(i) is the colluded signal,yk,m(i−∆k,g) is the host
signal embedded with user codek, which is a function of
group indexg and delay amount∆k,g, e is the noise vector,
andhk,m is a weight for the signal of userk in the collusion
attack.

C. Multipath Channel Estimation

In a communication channel, the discrete multipath channel
model of userl can be given by

rl = Hlcl + e, (5)

whereHl is the discrete-time channel impulse response ma-
trix. The multipath channel model is actually analogous with
that of the generalized collusion attack model with delayed
embedding. The coefficients of a tapped delay line are equiv-
alent to the weights used in (4), and they have to be estimated
in both models.

One way to estimate the cofficients of the channel impulse
response is to exploit pilot symbols. That is, estimation is

conducted based on known time or frequency domain pilot
symbols, which are interspersed with transmitted data sym-
bols [9]. The channel response matrixHl in (5) can be found
easily with pilot symbols known to both the transmitter (or
embedder) and to the receiver (or detector). Ife is an i.i.d
white Gaussian sequence, the individual maximum likelihood
(ML) estimation ofcl with observationrl is equivalent to the
following least square (LS) estimate:

c̃l = (Hl
tHl)−1Hl

trl, (6)

whereHl is assumed to have the full column rank.

D. Code Detection

For code detection, synchronization is assumed to be
achieved between the embedder and the detector. Thus, the
delay position of each user is available at the detector. Then,
we can simplify the antipodal binary hypothesis test to the
following{

H0 : ŷl,m(i) = wl,m(i) + zl,m(i), m = +1
H1 : ŷl,m(i) = −wl,m(i) + zl,m(i), m = −1 (7)

whereŷl,m(i) is the received signal,zl,m(i) denotes the effect
of noise or interference andm is a binary bit of user message.
The output of the correlation detector is given by

vl,m =
1

Nλ̃l,m

·

N−1∑
i=0

(ŷm(i)− xm(i)) bm(i)sl(i)
√

N−1∑
i=0

|sl(i)|2
(8)

wherevl,m is the statistics of detection,

bm(i) = 1/(α |xm(i)|),
and the value of̃λl,m can be provided by the channel estima-
tion technique as explained in Sec. III. The statistics ofvl,m

can be used as a metric to measure the robustness of different
hiding codes. From this detection statistics, we can calculate
the bit error rate (BER) between the extracted user IDûl(i)
and the original user ID numberul(i), and then derive the
average BER and detection rate obtained by a decision level
η.
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Fig. 2. The code embedding, extraction and detection system.
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Fig. 3. The collusion-free hiding code generation and detection system.

E. LMS Adaptive Equalization

The DFT output is multiplied by the coefficients of the least-
mean-squares decision-feedback-equalizer (LMS-DFE) [10].
The coefficients are updated by an iterative process. We take
the DFT ofŵm(i) and multiply the result with̃λl,m(i), which
leads to

ql,m(i) = λ̃l,m(i)DFT{ŵm(i)}, i = 0 · · · N − 1. (9)

The error signaldl,m(i) is calculated by the difference between
decided user messagêul andql,m(i)

dl,m(i) = ûl − ql,m(i). (10)

Then, we updatẽλl,m(i) by

λ̃l,m(i) = λ̃l,m(i)− µdl,m(i)DFT{ŵm(i)}, (11)

whereµ is the step size that determines the convergence rate.
The overall hiding code system is shown in Fig. 2.

III. C OLLUSION-FREE HIDING CODES

In this section, we present a set of collusion-free hiding
codes, known as the OSIFT (Orthogonal Spreading followed
by the Inverse Fourier Transform) codes, which is robust
against the generalized collusion attack. The OSIFT code
generation and detection system and its interface with the
hiding code embedding and extraction system are shown in
Fig. 3. We consider an orthogonal code of lengthN under
perfect synchronization with a fixed delay for userl, which
has the following property

N−1∑

i=0

sl(i)sk(i) =
{

N, l = k
0, l 6= k

(12)

In particular, we choose the Hadamard Walsh (HW) codes as
the orthogonal codes due to its ease of computation. Please
note that the HW matrices can be recursively defined by

SN = S2 ⊗ SN/2 =
(

SN/2 SN/2

SN/2 −SN/2

)
, (13)

whereN = 2n (n ≥ 2) and⊗ is the Kronecker product. The
HW codes of lengthN are column vectors of HW matrices

of dimensionN × N . Please note that HW codes only take
1 and -1 two values, which simplifies the spreading operation
greatly.

The interference between codes of different users can be
analyzed below. We calculate the correlation between hiding
codeŵk,m(i) of userk and hiding codeŵl,m(i) of userl as

vl,m =
1
ψ

N−1∑

i=0

λl,m(i)bm(i) |sl(i)|2

+
1
ψ

K−1∑

k=0,k 6=l

MAI l←k +
1
ψ

N−1∑

i=0

bm(i)e(i)sl(i)

(14)

whereλl,m is the frequency response ofhl,m obtained by DFT,

ψ = N

√√√√
N−1∑

i=0

|sl(i)|2 and bm(i) =
1

α |xm(i)| .

and

MAI l←k =
N−1∑

i=0

λk,m(i)bm(i)sk(i)sl(i) (15)

is the interference from userk to userl. Mathematically, to
achieve the collusion-free property, we demand MAIl←k =
0, which is valid if an orthogonal code is used [11]. In the
watermarking context, it is reasonable to assumee(i) = 0.
Then, the right-hand-side (RHS) of Eq. (14) can be simplified
to

vl,m =
1
ψ

N−1∑

i=0

λl,m(i)bm(i) |sl(i)|2. (16)

Consequently, the embedded watermark can be reconstructed
by adaptively equalizing the channel frequency response
through the multiplication of̃λ−1

l,m, where λ̃l,m is estimated
channel response. One can obtainλ̃l,m by the pilot-assisted
scheme and update it by the LMS-DFE technique.

IV. SIMULATION RESULTS

In this section, we study the performance of our OSIFT
codes against the generalized collusion attack. Three hiding
codes, which are frequently used in the watermarking research,
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Fig. 4. Simulation results with delayed embedding∆l,g = 64, 128 andP = 2, N = 256, L = 512: (a) the average BER, (b) the detection rate, and (c)
average BER performance comparison with different equalization schemes.

are compared with our OSIFT codes. They are bounded
Gaussian (BG), pseudo-noise (PN) and orthogonal HW codes
(OS). An audio music signal sampled at44.1KHz is used as
the host. The code strengthα is set to0.05, and the length
N of spreading codes is chosen to be256. The length of user
message is set toM = 32. A delayed embedding situation
is adopted in all simulations. To compute the detection rate,
we fix thresholdη = 0.1 and false alarm ratefa < 10−3.
Simulation results are obtained using a total of2000 simulation
runs.

We set∆l,g = 64, 128, P = 2, N = 256, and the total
number of usersL = 512 in the simulation, and the results
are shown in Fig. 4. It is clear from Figs. 4 (a) and (b)
that the proposed OSIFT codes have the best performance
in the average BER as well as the detection rate. The delay
embedding technique leads to an increased average BER value.
We see that all test hiding codes cannot sustain80 more
colluders except the OSIFT codes. Four equalization-related
schemes in the OSIFT codes are compared in Fig. 4 (c). They
include: no equalization (as a benchmark), 1-tap equalizer, and
two LMS equalizers with step sizeµ = 0.07 and0.007. When
the number of colluders is below 300, the LMS equalization
with µ = 0.007 gives the best result. When the number of
colluders is above 300, the performance gaps becomes very
small since user codes are severely broken by interference.

For a spreading code of lengthN = 256, Table I compares
two situations withP = 2 and 4, which can supportL =
512 and 1024 users, respectively. We consider the following
two scenarios: (i)∆l,g = 64, 128 for L = 512 and (ii)
∆l,g = 0, 64, 128, 192 for L = 1024. As shown in Table I,

TABLE I

COMPARISON OFOSIFT CODES WITH LENGTHN = 256.

∆l,g = 64, 128, P = 2, L = 512

K 40 80 120 160 200 256 280

Detection rate 1.00 1.00 1.00 1.00 1.00 1.00 0.93

∆l,g = 0, 64, 128, 192, P = 4, L = 1024

K 40 80 120 160 200 256 280

Detection rate 1.00 1.00 1.00 1.00 1.00 1.00 0.91

both systems can support up to256 colluders (i.e. K = 256)
without any detection errors.

V. CONCLUSION AND FUTURE WORK

The performance of the OSIFT collusion-free codes with
delayed embedding was investigated in this paper. The ap-
plication of OSIFT codes with delayed embedding can help
increase the number of users (i.e. user capacity) by re-using
the same spreading codes. It was shown that OSIFT is robust
against a generalized collusion attack by leveraging the chan-
nel estimation and adaptive equalization techniques developed
in wireless communication systems. Advanced channel esti-
mation and equalization techniques to improve the detection
performance will be studied furthermore in our future work.
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